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Chapter 1

Introduction

The Octoprog C Gang programmer is an RL78/R8C Family device programmer
that can program up to eight identical devices at the same time. The Octoprog C Gang
Programmer connects to a host PC using USB and provides flexible programming options
that allow the user to fully customize the process. The Octoprog C gang programmer
provides an economical and reliable means of programming a wide range of RL78/R8C
microcontroller units (MCUSs). It is designed with a versatile hardware platform to support
programming of different MCUs. The Octoprog C gang programmer can be used to program
eight devices simultaneously by copying data held in an internal flash memory to the MCUs’
internal memory.

Octoprog C provides an RS232 communication port for interfacing and
automating the production programming process.

Octoprog C works only with Crypto +.

1.1 Features

The Octoprog C features include:

e Economical means of programming the internal flash memory of a wide
range of RL78/R8C family of microcontroller units.

e Stand-alone programming mode of operation.

e Single +5V, 3A dc power supply requirement.

e Eight pairs of 14 pin FRC male connectors to accommodate up to eight
MCU targets.

e Multicolor Status LEDs for each programming station.

e Supports encryption of hex file with a 16 digit password key.

e Supports Factory reset & firmware upgrades

e User has the option to set product count

e RS232 communication port for interfacing external systems through AT
commands.

1.2 Overview

Crypto+ software allows user to encrypt and download the hex-file from PC to
Octoprog C using USB connection. Only if the encryption key in programmer and key
used for hex-file encryption matches code will be successfully programmed. This help
the user to share hex-file (encrypted) with EMS provider as the encrypted hex file can be
used only with the respective programmer. In addition to this CRYPTO allows user to
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set number of targets to be programmed, once target count is reached programmer will
wipe out its internal memory and won’t program any further targets.

Crypto+ Also displays the current target and files loaded on the connected
Octoprog C. User also can set a file ID which is needed in the AT command for

initiation of programming, File ID helps to confirm the compatibility of required hex
code on the programmer.

1.3 Octoprog C Gang Programmer Connections

Target Connector

—_— 1
TOOLO »—]
MODE »— !

RESET »— i3 14

§ ¢ VCC

GND

Figure 1.1

Note: For RL78 targets TOOLO will be used
For R8C targets MODE will be used
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Chapter 2

Operation

This chapter explains how to use Octoprog C device in USB_MODE &
PROGRAM_MODE. The only required connection for stand-alone operation is the +5V,
3A dc power connection.

2.1Software Installation

To install Crypto software:
e Insert the CD-ROM into the CD-ROM drive of the host computer. Click
on the Setup to start the installation process.
e Follow instructions in the installation process.
e When the setup program is complete, Crypto+ icon will be available in
Start menu-> Crypto+.
e To start Crypto+, click the newly created icon.

2.2Driver Installation

To install the required driver:
e Insert the CD-ROM into the CD-ROM drive of the host computer. Copy
the Octoprog.inf file to your system.
e Press and Hold the Start Button on programmer while connecting the
USB cable. (This will initialize the programmer in USB_MODE, Refer
section 2.3) & follow the steps below.

(Note: Octoprog C is powered from USB here)
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1. Right click on my computer & select properties->device manager. Right click on
RENESAS OCTOPROG & select Update driver Software

Design-Win7 [Running] - Oracle VM VirtualBox

& 13 «)) MonMay 5 2:45PM % Design {i}

=4 Device Manager
File Action View Help
e @D Hm 8 E %S
4 % Design-PC
@ Batteries
> -8 Computer

Recycle Bin i 0
@ Disk drives

&, Display adapters
&) DVD/CD-ROM drives
» &% Human Interface Devices
g IDE ATA/ATAPI controllers
= Keyboards
™| Mice and other pointing devices
» . Monitors
& Network adapters
3 Other devices
- _? )P%‘rzc(gg:/lﬁ UFdate Driver %tware.»
B Processors Dls,able 0GHz 2.58 GHz
% Sound, vide Uninstall
78 System devi
§ Universal Se

hyperterm

Scan for hardware changes

Properties this Display

RL78_DevKi...

# Change settings

Launches the Update Driver Software Wizard for the selected device.

Windows activation

) S50 ||
B @& Em @ @ @ Rightctrl

Figure 2.1

2. Select Browse my computer for diver software

Design-Win7 [Running] - Oracle VM VirtualBox

A

@ = Device Manager
File Action View Help

e | @0 Hm 8B %S
4.2 Desig
]

& 13 «4)) MonMay 5 2:45PM R Design

Recycle Bin % Cf () Ll Update Driver Software - OCTOPROG V100

How do you want to search for driver software?

“ Search automatically for updated driver software
Windows will search your computer and the Internet for the latest driver software
for your device, unless you've disabled this feature in your device installation
settings.

2 Browse myscomputer for driver software
Locate and ins83ll driver softw lly.
ocate and insf3ll driver software manually e S

this Display

& Change settings

Cancel

Windows activation

(]
B EE D @ BRightcrl

Figure 2.2
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3. Select Let me pick from a list of device drivers on my computer

Design-Win7 [Running] - Oracle VM VirtualBox & 13 «4)) MonMay 5 2:45PM R Design

@l = Device Manager
File Action View Help

e @ 0| Hm 8| B %S
4.2 Desig

€3 L Updste Diver Software - OCTOPROG V100

Recycle Bin
Browse for driver software on your computer

Search for driver software in this location:

[F:AWin 7] v Browse...

[V]Include subfolders

GHz 2.58 GHz

2 Let me pick from a list of device drivers on my computer
Thislis il show installed diver softwre compatibjith the device, and lldrver

software in the same category as the device.
this Display

& Change settings

(Gonca )

Windows activation

(]
B EE D @ BRightcrl

Figure 2.3

4. Select your device type from the list. Select Show all devices &click next

Design-Win7 [Running] - Oracle VM VirtualBox

iy

Computer =4 Device Manager

File Action View Help
e | @B HmE 8B %S
f" 474 Desig|

= & B :
T % C| & L Update Driver Software - OCTOPROG V100

Select your device's type from the list below.

Common hardware types:

Show All Devices

BRI § 61883 Device Class

§ AVC Devices

3 Batteries
2|Biometric Devices
e Bluetooth Radios

1M Computer

a Disk drives

L Display adapters

4 DVD/CD-ROM drives
< Floppy disk drives this Display
5 Floppy drive controllers

0GHz 2.58 GHz

RL78_DevKi...
& Change settings

RL78_DevKi... Windows activation

Qe ®@Ritctrl

Figure 2.4

5. Select Have disk
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Design-Win7 [Running] - Oracle VM VirtualBox & 13 «)) MonMay 5 2:46PM & Design

3

Computer =5 Device Manager

File Action View Help

e | E HE & B

€3 1L Update Driver Sftware - OCTOPROG V100

Select the device driver you want to install for this hardware.

(i Select the manufacturer and model of your hardware device and then click Next. If you have a
?7)  disk that contains the driver you want to install, click Have Disk.

hyperterm

(Retrieving a list of all devices)

pOGHz 2.58 GHz

this Display

#Change settings
, 9 9

Windows activation

Figure 2.5

13 «) MonMay 5 2:46PM X Design {it

=4 Device Manager
File Action View Help

e | @ E HE| &R xs

&) i Update Driver Software - OCTOPROG V100

Recycle Bin

Select the device driver you want to install for this hardware.

&; Install From Disk (=)

Insert the manufacturer's installation disk, and then
Pk otk corec e s selectad bl

you have 3

(Retrievi

0GHz 2.58 GHz
Copy manufacturer’s files from:

]

this Display

RL78_DevKi...
@ Change settings

Windows activation

/52014 |
BRoPEm@B @ @NRightctl

Figure 2.6
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7. Select Octoprog.inf file.
8. Select Yes
May 5 2:47PM R Design 1}

Design-Win7 [Running] - Oracle VM VirtualBox

A = L

24 Device Manager
File Action View Help

Ll Ao iNERN 7 Ne -

Computer

4.2 Desig
]

&> 1L Updste Drver Software - OCTOPROG V100

Select the device driver you want to install for this hardware.

° Select the manufacturer and model of your hardware device and then click Next. If you have a
2)  diskthat contains the driver you wai
Update Driver Warning

Installing this device driver is not recommended because Windows
cannot verify that it is compatible with your hardware. If the driver is
Model not compatible, your hardware will not work correctly and your

computer might become unstable or stop working completely. Do you
want to continue installing this driver?

CDC USB Demonstration

/i, This driver is not digitally signed! [ FaveDik.. ] ey

& Change settings

Cancel

Windows activation

5/5/2014 |
BOo& @ a3 @ @Rightctrl

Figure 2.7

9. Select Install this driver software anyway

Design-Win7 [Running] - Oracle VM VirtualBox

24 Device Manager
File Action View Help

Ll ANealNENN ? Mol 00 8

f B [ . = oesig
= @8
> . C‘ (SR Update Driver Software - OCTOPROG Windows Security

Computer

Recycle Bin
s Di

Installing driver software...

< Don'tinstall this driver software
You should check your manufacturer's website for updated driver software
for your device.

< Install this driver somﬁre anyway
Only install driver software oliined from your manufacturer's website or
disc. Unsigned software from other sources may harm your computer or steal

information.

V) See details

this Display

& Change settings

Windows activation

BOo & E @@ @ @ Rightctrl

Figure 2.8

10. Driver successfully installed
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Design-Win7 [Running] - Oracle VM VirtualBox

[ -, Dcvice Mansger

File Action View Help

L AealNENN ? Mol LW E

& 13 «4)) MonMay 5 2:55PM R Design

Recycle Bin > Cf U 1 Update Driver Software - Renesas Octoprog V100 (COM?)

Windows has successfully updated your driver software

u o Windows has finished installing the driver software for this device:

Renesas Octoprog V100

GHz 2.58 GHz

this Display

& Change settings

Windows activation

BOSE =D ®Brightcl

Figure 2.9

Design-Win7 [Running] - Oracle VM VirtualBox

3

Computer = Device Manager
File Action View Help
L lalEl T
4 % Design-PC
5 Batteries
/M Computer

Recycle Bin ot g
Z g Disk drives
& Display adapters
DVD/CD-ROM drives
» 4 Human Interface Devices
g IDE ATA/ATAPI controllers
2 Keyboards
P Mice and other pointing devices
& Monitors
& Network adapters
13" Ports (COM & LPT)
'? Printer Port (LPT1)
{7 Renesas Octoprog V100 (COM7)

hyperterm

B Processors pOGHz 2.58 GHz
% Sound, video and%ame controllers
78 System devices

>~ @ Universal Serial Bus controllers

this Display

& Change settings

Windows activation

BOo@PEEd & @-rightctrl

Figure 2.10

2.3Running Crypto+ Application
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Octoprog+ has two modes: USB_MODE & PROGRAM_MODE.

To get into USB_MODE, we have to power up the Octoprog+ pressing the START
switch simultaneously. When you get into USB_MODE, all LEDs will blink once. When we
just power up the device, it will get into PROGRAM_MODE& all LEDs turn red, blue, and
green in order then turned off.

To download a program from the PC to the Octoprog+:

Power up the Octoprog+, pressing the START switch to get into the USB mode. USB
cable should be connected to the PC.

23.1 Create a New Project

Ol Crypto~ (betav0)

-

Op ||© Set Product Count [|46) Get Product Count || [} Download

Projects

Crypto+

NEONA

‘ Open Project ]

For recent projects please go to File after clicking Cancel

Status: Not Connected

Figure2.11

STEP 1: To create a new project, start the application & click on New Project button as
shown in figure 2.11 or if the application is already opened, then new project can be
created from File->New Project as shown in figure 2.12.

10



EMBEDDING IMAGINATIONS

Wik Crypto+ (beta v0)

Open Project
Recent Project  »
Close Project

Exit

LED BLINK 2016 0
LED_BLINK_2016_0
LED_BLINK_2016_0

C:\orypto\Crypto T\LED_BLINK_2016_01_25_14_21_59.ebx
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Target-4 UART Successfull -
Target-5 UART Successfull
Target-6 UART Successfull
Target-7 UART Successfull
Target-8 UART Successfull

Encryption Key Updation started
Encryption Key Updated successfull 3

Restore Factory Setup Successfull =

Status: Connected Q Encryption : Target Voltage : 3.3V Binary FileId :

!bryptoo (bet—a vO)\-‘

Figure 2.12

KM New Project

Status: Not Connected

Figure 2.13

STEP 2: Enter your project name in the textbox.

11
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STEP 3: Click Browse to select your project location.

STEP 4: Click Next as shown in figure 2.13.

STEP 5: Select Device- Choose the appropriate microcontroller from the list as shown in
figure 2.14.

B Crypto- (hetavi.) S I l=l@] =)

COM PORT - Devices

¥ Project Settings =)

Status: Not Connected

Figure2.14

STEP 6: Enter Device Code- Enter the part number of the microcontroller. This option is
available only for RX/RL78.

Wi Crypto+ (betavid)

| =@ = |

Status: Not Connected

Figure 2.15

12
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STEP 7: Select Programmer- A list of supported programmers will be shown in the Select
Programmer field as shown in figure 2.16. Select the programmer that you want.

B Copto- (oeav1) s T 2@ % |
COMPORT  ~ | Y| Devices
M Project Settings =)

Status: Not Connected

Figure 2.16
NOTE:

» RL78 is supported by all the programmers.
» R8C2x is not supported in quadprog
» RX will be supported only in quadprog

13
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STEP 8: Enter Binary File Id- Enter your 8-digit BINARY FILE ID in the Binary File Id
field. File ID consists of only numbers as shown in figure 2.17.

» If you select Octoprog then Binary file id is not needed.

B4 oo+ oeta L4

'm Project Settings li‘_g

Status: Not Connected Disabled

Figure 2.17

STEP 9: Select Target Power- Either you can select 5V or 3.3V. It depends on device and
programmer that you have selected.

NOTE:

> 5V Enable option is available only for RL78/RX devices
» 5V Enable option is available only for quadprog & miniprog

14
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STEP 10: Select Encryption status-encryption can be enabled or disabled. It depends on
device and programmer that you have selected.

» Encryption is always enabled for an R8C2x device.
> If the selected programmer is Octoprog then Encryption is always enabled.

STEP 11: Select Data Flash Erase- Data Flash Erase can be enabled or disabled.
Note:
This option is not available in Octoprog & Octoprog C

STEP 12: New project Created- Click finish. Now the new project is created successfully.
The project and the files can be seen in the tree-view and a message ‘New Project Created
Successfully’ will be displayed in the text view as shown in figure 2.18.

Design [Running] - Oracle VM VirtualBox fy m B A)) 64T40PM P

BN Crypto+ (betavl ) o] s

Brofects (C:\Users\Design\Deskiop\Crypto test

g8 Crypto test

| New Profect Crealed Successfuly .}

New Project Created Successful

Status: Not Connected Quadprog Encryption : Enabled Target Voltage: 3.3V Binary FileId: 12345678 Data Flash Erase: Disabled

Figure 2.18

15
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2.3.2 Open Project

STEP 1:Start the application and click the Open Project button as shown in figure 2.19. If
the application is already opened, then a project can be opened using File->Openoption.

Design [Running] - Oracle VM VirtualBox fo3
M Crypto+ (beta vi5) o & =]

Cryptos

NEONA
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[ e

I QOpen Project I

For recent projects please go to File after clicking Cancel

Status: Not Connected

Figure 2.19

Design [Running] - Oracle VM VirtualBox
B Crypto+ (betav19)

Browse For Folder E

I Desktop -
b [ Libraries
b |8 Design
b 18 Computer
» € Network
3 @ Control Panel
"4 RecycleBin

m

1 Crypto test

L sthvin

waieNewroder | [ ok | [ canel |

Status: Mot Connected

— — — —— gy

Figure 2.20
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STEP 2: Browse for folder window appears as shown in figure 2.20.
STEP 3: Select the desired project.

STEP 4: Click OK.

2.3.3Add Files to Project

We can add files (Hex, mot,bin, bx, ebx) to the created project.

STEP 1: Right click on the project name displayed in the tree-view as shown in figure 2.21.

Design [Running] - Oracle VM VirtualBox

B Crypto- (beta v1.6) ==

@ Update Enc Key Self Test Op. @ Set Product Count ||® Get Product Count |[E)  Download

Projects C\Users\Design\Desktop!\Crypto test

Add File
Refresh
Delete

Status: Not Connected Quadprog Encryption : Enabled Target Voltage : 33V Binary File Id: 12345678 Data Flash Erase : Disabled

Figure 2.21
STEP 2: Click on Add File option in the context menu-strip.

STEP 3: Select the required file and click Open button in the Open Dialog-box as shown in
figure 2.22.

17
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Design [Running] - Oracle VM VirtualBox

B Crypto (beta v 6) (=@ =]
Projects C\Users\Design\Deskiop\Crypto test
JM Open it
Crypto test meits E
GOO“? » Computer » Windows_Shared (\\boxsr) (F) » v“" Search Windows_Shared (\\vb... P‘
Organize ¥ New folder =+ 0 @
a
] Recent Places * Name Date modified
. . General Workspace 2/22/2016 5:23
7 Libraries
| i PROJECTS 2/12/2016 4:12
@ Decuments
| REFERENCE 12/83/201512;
o) Music
1 Softwares 2/22/2016 9:04
] Pictures -
) ] LED_BLINK 11/6/2014 2:36
i Videos

mn

% Computer
&, Local Disk (C)
¥ CD Drive (D:) VirtualBox Guest Additions
(a Local Disk (E)
8 Windows_Shared (\\vboxsry) (F)

- O ——— '
File name: LED BLINK v |Hexfiles - =
New Project Created Success -
Status: Not Connected Miniprog Encryption : Enabled Target Voltage : 33V Binary FileId : 12345678 Data Flash Frase: Disabled

Figure 2.22

STEP 4: The added files will be listed in the tree-view and a message ‘File Added
Successfully’ is displayed in the text view as shown in figure 2.23.

STEP 5: To view file content in the text box by double click on the file name in the Tree-
view.

Design [Running] - Oracle VM VirtualBox

Projects CUsers\Design\Desktop\Crypto test\LED_BLINK hex

:0400000300000000F3 -
E- Crypto test :020000020000FC a
81 £D_BLINK hes] 02000000D80026
:020000020000FC
:02000200FFFFFE
:020000020000FC
:02000400840175
:020000020000FC
:020006000000F8
:020000020000FC
:10001800FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFES
:04002800FFFFFFFFDB
:020000020000FC
:02002C00860148
:020000020000FC
:10002EQ0FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFD,
10003E00F FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFR
:10004EQCFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFB:
:10005E00FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFA2
:10006EDOFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFT
10007 EOOF FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFS.
10008EOOFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF72
:10009EQOFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFS.
:1000AEQCF FFFFFFFFFFFFFFFFFFFFFFFFFFFFFF
:0200BEDOFFFFA2
:020000020000FC

New Project Created Successfull -
File Added Successfull

Status: Mot Connected Miniprog Encryption : Enabled Target Voltage: 3.3V Binary Fileld : 12345678 Data Flash Erase : Disabled

Figure 2.23

18
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2.3.4Convert files

The hex, bin or mot files can be converted to .bx file and the encrypt it to create an
.ebx files.

e To covert to .bx file:

STEP 1: Disable the encryption. Click on the required hex or mot file in the tree-view&
Click convert button displayed in the toolstrip as shown in figure 2.24.

Design [Running] - Oracle VM VirtualBox 1 E B ) 10:11:2
W Crypto+ (b 6 =N ==

() cConvert COM PORT - RL78

Tufss Ci\Users\DesigniDesklop\Crypto test\LED_BLINK hex [ Convert |

:0400000300000000F9 -

= Crypto test :020000020000FC @
i :02000000D80026

:020000020000FC

:02000200FFFFFE

:020000020000FC

:02000400840175

:020000020000FC

:020006000000F8

:020000020000FC

:10000800FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFS

11000180

:04002800FFFFFFFFD8

:020000020000FC

:02002C00860148

:020000020000FC

:10002EC D:

10003

:10004EQ0FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFB2

1000SEC

:0200BEOOFFFFA2
:020000020000FC

New Project Created Successfull -
File Added Successfull

Status: Not Connected Miniprog Encryption : Enabled Target Voltage: 33V Binary FileId : 12345678 Data Flash Erase : Disabled

Figure 2.24

STEP 2: Converted .bx file will appear in the tree-view and if the conversion was successful
a message ‘Binary file creation finished’ is displayed in the text view as shown in figure 2.25.

Design [Running] - Oracle VM VirtualBox
€M Crypto-+ (beta v16

T C\Users\Design|Deskiop\Crypto test

- S
LED_BLINK.hex
- LED_BLINK 2016 02 23 1

40%
50%
60%
0%
80%
90%
100%
2
Status: Not Connected Miniprog Encryption : Enabled Target Voltage: 3.3V Binary FileId : 12345678 Data Flash Erase: Disabled

m
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Figure 2.25
e To covert to .ebxfile
STEP 1:Enable the encryption.Click on the required hex or mot file in the tree-view.
STEP 2:Click Convert button in the tool strip.

STEP 3: Converted .bx file will appear in the tree-view and if the conversion was successful
a message ‘Binary file creation finished’ is displayed in the text view as shown in figure 2.25
& it will prompt for the encryption key.

STEP 4:Enter the 16 digit encryption key& click OK.

Design [Running] - Oracle VM VirtualBox 1y m B 4 9:2540AM 3

B Coypto (beta 116) (=[]

Projects C:\Users\Design\Desktop\Crypto test\LED_BLINK hex

& Crypto test
LED BLINK.hex
LED BLINK 2016 02 23 0

0%
80%
90% E
100% B
2
Status: Not Connected Quadprog Encryption : Enabled Target Voltage : 3.3V Binary File Id: 12343678 Data Flash Erase: Disabled

R

Figure 2.26

STEP 5: After the successful creation of the .ebx file a message ‘new output ebx file created’

is displayed in the text view and the .ebx file will be added in the tree-view as shown in
figure 2.27.
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Design [Running] - Oracle VM VirtualBox

Projects C:\Users\Design|\Desktop|Crypto test
| A
[ Crypto test
- LED_BLINK hex
- LED_BLINK_2016_02 23 0
- LED_BLINK_2016_02 23 0

50%
0%
0%
80%
90%
100%

Bmagﬁle creation finished H

Status: Not Connected Quadprog Encryption:: Enabled Target Voltage: 3.3V Binary Fileld : 12343678 Data Flash Erase: Disabled

Figure 2.27

e To convert a .bin file

STEP 1: Click on the required binary .bin filefrom the tree-view.Click Convert button in the
tool strip.

STEP 2: Prompt for entering start will be displayed as shown in figure 2.28. Enter the 8 digit
start address & click on OK.
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Design [Running] - Oracle VM VirtualBox

BN Crypto- (beta v1.9) [ol&@=

Projects C:\Users\Design\Desktop\Crypto test\Rx_demo_2016_02_03_01_28_44.bin

& Crypto test
Rx_demo_2016_02 03 01/

Deleted File Successfully
Deleted File Successfully

Deleted File Succesafulli

Status: Mot Connected Miniprog Encryption : Enabled Target Voltage : 3.3V Binary File1d: 12343678
— — —

— _——

Figure 2.28

STEP 3: After the successful creation of the .bx file it will appear in the tree-view and a
message ‘Binary file creation finished’ is displayed in the text view.

STEP 4: If encryption is enabled then after the .bx file creation, encryption key is asked as
shown in figure 2.26. Enter the 16 digit encryption key and click OK button.

STEP 5: After the successful creation of the .ebx file a message ‘new output ebx file
created’ is displayed in the text view and the ebx file will be added in the tree-view as shown
in figure 2.29.
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Design [Running] - Oracle VM VirtualBox

Crypto+ (beta v2.0

COMPORT - RL78

Projects

=~ Crypto test
~Ry_demo_2016_02.03 01
~Ry_demo_2016 02.03 01
Ry_demo_2016_02.03 01

New Project Created Successfully -
File Added Successfully

new ouﬁutbx created

Status: Not Connected Miniprog Encryption : Enabled Target Voltage : 3.3V Binary FileId : 12345678
——— — —

Data Flash Erase: Disabled

— —_— ¥

Figure 2.29

2.3.5 Connect to programmer

STEP 1: Select Com port to which the programmer is connected.
STEP 2: Click on Connect button as shown in figure 2.30.

Design [Running] - Oracle VM VirtualBox

m

Projects C\Users\Design\Desktop\Crypto test
‘ Connect |
[E-Crypto test
LED_BLINK.hex
- LED_BLINK_2016_02_23 0
~LED_BLINK_2016 02 23 0
50% -
60%
0%
80%
90%
100%
Bmaaﬁle creation finished o
Status: Not Connected Quadprog Encryption : Enabled Target Voltage : 33V Binary File Id : 12345678 Data Flash Frace : Dissbled

Figure 2.30
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STEP 3: A window showing the firmware version & serial number will appear as shown in
figure 2.31. Click OK.

Design [Running] - Oracle VM VirtualBox

BN Crypto (beta v1.6) [=]&] =]
Projects CUsers|Design|Deskiop|Crypio test
- Crypto test
- LED_BLINK hex
-LED_BLINK_2016 02 23 0
L LED_BLINK_201602_23 .0
Crypto+
MIN502,5L.NO:14200570
50% N
60%
70%
80%
90%
100% H
Binaaﬁ\e creation finished

Status: Mot Connected Quadprog Encryption : Enabled Target Voltage : 3.3V Binary FileId: 12345678 Data Flash Erase: Disabled
— g

B Figure 2.31

STEP 4: If connection is established, the connect button in the application will turn green
and all programmer details will appear in the text view as shown in the figure 2.32.

Design [Running] - Oracle VM VirtualBox 1y m B 4) 9:3110AM %
- B
- RL78
Projects
[=- Crypto test
LED_BLINK.hex
LED_BLINK_2016_02_23 0/
- LED_BLINK_2016 02 23 0
Binary file creation finished
new Outputebx file created
Miniprog Connected
Miniprog Connected
MIN502,SLNO: 14200570
Device code: REF10Y16
File code: 123456780 E
g
Status: Connected Miniprog Encryption : Enabled Target Voltage: 33V Binary File Id: 12345678 Data Flach Erase: Disabled
—

Figure 2.32
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2.3.6 Download program to the programmer

STEP 1: If encryption is enabled in the settings and then select the encrypted file else select a
.bx file from the tree-view. Click Download button.

STEP 2: Enter the device part number as shown in figure 2.33 & Click OK. A message “File
download finished’ will appear in the text view and a window to set the product count will
appear as shown in figure 2.34.

Design [Running] - Oracle VM VirtualBox
B Crypto+ (beta v16)

Projects C:\Users\Design\Desktop\Crypto test\LED_BLINK_2016_02_23_09_26_01.ebx

- Crypto test
i~ LED_BLINK.hex

D_BLINK_2016.02.23.0

- LED BLINK 2016 02 23 0

Miniprog Connected -
MINS02.5L.NO: 14200570

Device code: RSF10Y16

File code: 123456780

Erase started

Erase Success

4

Status: Connected Miniprog Encryption : Enabled Target Voltage : 3.3V Binary File1d: 12345678 Data Flash Erase: Disabled

—— — eee.ss —]

Figure 2.33
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STEP 3: Set Product count-Provide the encryption key and the required product count &
Click OK.

Design [Running] - Oracle VM VirtualBox

B Crypto test
- LED BLINKhex
-~ LED_BLINK_2016.02 23.0
{8 LED_BLINK 20 3.0,

Status: Connected Miniprog Encryption : Enabled Target Voltage: 33V Binary File1d: 12345678 Data Flash Erase: Disabled

Figure 2.34

STEP 4: A message ‘Set Product count success’ will appear in the text view.

Design [Running] - Oracle VM VirtualBox

=~ Crypto test
- LED_BLINK.hex
LED_BLINK_2016_02_23 0
& LED_BLINK 2016

50% -
60%

70%

80%

90%

100%

File download finished 3
Set Product Count success

Status: Connected Miniprog Encryption: Enabled Target Voktage: 3.3V Binary File Id: 12345678 Data Flash Erase: Disabled

Figure 2.35

26



EMBEDDING IMAGINATIONS

NOTE: For downloading the .bx file to the programmer disable the Enable encryption option
in the Settings and then select the .bx file and click download button. In the case of R8C, .bx
file cannot be downloaded to the programmer.

2.3.7 Set Product Count

Downloading a new program will erase the target count in the programmer. Therefore
after downloading an encrypted/binary file, it is mandatory to set the target count in
programmer.

STEP 1: Click Set Product Count. A window asking the encryption key and product count
will appear as shown in figure 2.36.

STEP 2: After successful setting of the product count, a message ‘Set Product count
success’ Will appear in the text view as shown in figure 2.35.

NOTE: If we provide 9,999,999 as the product count, product count is set as infinity.
Maximum product count that can be set is 5,000,000.

Design [Running] cle VM VirtualBox
B Crypto-+ (bets v1.6)

Projects Ci\Users\Design\Desktop\Crypto test\LED_BLINK_2016_02_23_11_31_26.ebx
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- LED_BLINK.hex TACASD 44 8 Ef 7C 1A AA &1 C2 3F A2 AF 4C T4 1C 43 D5 97 23 FO F4 8F F5 83 27 49 18 DB Af 84 30 4A EF 2B 68 63 54 9F 0E D9 72 8C C6 80 63 45 OA F1 CO DC B9 BA A§ 80 3C A6 45 CB 01 65 5A DC 81 B2 ¢E |
6984516616 1BESBDCAG2 36 DB AB 7931 A F2 07 78 % 4C CC B9 36 B7 24 90 37 1B 08 £6 6F E9 D4 B3 31 C1 7C 51 83 20 5A 79 OF 3C 50 BS 22 CF 87 4E DB 2F 83 AC 38 D5 1F EA OC 05 44 4F 92 CF F9 BA
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~LED_BLINK 2016 02 23 1/ 04 1 47 6B E3 5D 6B 1C A2 CE 5 6 MM SF M CETI DA AD A2 N0 B E DS ASFENO T B 6D NN MDA DB B R DT BB G S BV FES DN EDGO 5 A DI B TT DS ABEC 0 TA
26 5C 34 6F 9C 66 53 39 F0 90 61 SA 0B 5B CD 57 90 ED 18 34 6C DB 44 2F &1 33 EB 1A 41 12 BB FA 60 5A 85 6E 50 41 B4 B6 90 88 E4 EE 39 78 B7 BE 04 81 F4 1D 2A CC 0C A3 DE QA F7 04 27 A2 41 1B 89 F5 66
A3 43 87 22 5D 94 73 80 24 1A 1C 90 E5 04 5C ES C3 66 FE U0 E3 E7 2 6E 09 B3 A4 05 C5 A4 6D 8E 20 7A F8 D4 17 £6 AB CB 38 F§ 75 TF FD
40 B 4 5F 22 00 D3 7F B0 £B 4E 40 20 EF 03 0t AD 04| KM Crypto+ B7 45 03 52 AD BF ST BE SC CBCABS BB B S A MUEBS MUT T NR AT B TS
4820 EB F3 50 40 D9 72 33 A4 DC 8 4F 5B 62 5F FC (g A7 B4 D9 34 49 67 83 0C 2285 B9 4139 (0 84 1E B4 B4 DF 9C C1 OF 62 46 CASE 12 0A
TXBREICHHETBFGUETREN B A9 30 5D 04 BC A2 58 AE 38 20 2F Q2 50 80 FA 45 AE 6E 98 1B EA C1 OF 09 A4 DO DA
C9 B3 S4 62 04 0A 91 A BS 18 EB TEEC 30 24 3E 13 0A 60 61 80 506D 92 81 B0 CD FE 57 07 30 3F 8B CB B3 F2 ES 67 A3 EZED 06 44 12 B3 4A
20 16 £0 08 C4 A3 98 6F E4 59 F5 74 78 AG OF B3 T8 CA 9 9C 44 %6 6B 9 9 D7 1E C0 FO 6C 83 14 1B D0 D3 89 9E 52 0B 88 52 38 C7 28 62 Cf
B3 F6 78 ES A4 50 ES DO OF AB 7D SF 5 0D 85 & B A0 EOOCEC C269 40 345 EC DA CI 9 BAJE BB D2 65 5 1B S5 20 S3 D6 AS 10 8D CR F3
8140 39 41 4D Cf EE 35 ED &7 6F S 13 AB 23 30 X FY) 16 26 D3 51 AB 39 AF F2 B3 DB 22 66 50 99 6D D7 $2 52 A4 12 A9 E3 OD 60 AC 49 B0 89 14
22CE AA F9 1F 17 77 DC F9 A% 34 FE CB ES TF AC E§ 3930 E0 B9 0C 5 DO 65 E2 1C DO 6B 05 AD 55 AA 4E 85 D2 F9 44 46 84 41 3C DC 60 90
CBAA 633 B6 9 M % 12 48 E3 B0 4E D3 17 D9 1A 2C B BADC D18 GFDTESS3 1207 B4 SO OF SFOE T FI 10 AN 42 6 DB SB D2 90 51 4A 33
3519 61 &7 21 41 62 B0 95 9C B5 9D B4 OF 43 90 19 CC D 2C B9 8D 4E EC 37 AD AF 0D 0A AC 40 4C 5E 30 E5 79 93 4F 58 CF 73 A9 C4 DI FE &F
2 57 OF 80 FO 7F CC 63 97 C1 FD 87 C4 15 0f 39 BE 84 EB 4 1D 37 42 A1 23 F4 Ak AB 30 Df 48 18 40 52 F2 67 5C SF 90 EE 24 50 D3 38 7A FF
D0 ©1 24 58 D2 FD FC & SF B0 6F AS 81 OF 77 1E B8 B FB 37 BS E4 F2 A3 CE BC 57 4D 94 50 0E 47 EE FA FE 0603 09 C4 C3 FE 05 F9 15 CE &
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Figure 2.36
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2.3.8 Get Product Count
STEP 1: Click on the Get Product Count in the Tool-Strip as shown in figure 2.37.

STEP 2:A message ‘Getting Product count successful’ and the product count value is
displayed in the text view as shown in figure 2.37.

Design [Running] - Oracle VM VirtualBox

9 cerancon g

8 Users\Design|Desktop|Crypto test
Projects CAsesiDesigl picyp GethductCounti

D BLINK_2016.02 23 1
- LED _BLINK_2016.02.23.1

0% a
80%

90%

100%

File: download finished

Set Product Count success H
Getting Product Count Sucessfull

Product Count:5000000 i

Status: Connected Miniprag Encryption: Enabled Target Voltage: 33V Binary File1d: 12345678 Data Flash Erase: Disabled
W caaies

——— — m— —

oGl

Figure 2.37
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2.3.9 Self Test Op

The status of all targets can be checked using the Self Test Op.
STEP 1: Remove all the targets board connections from Programmer

STEP 2: Click on Self Test Op as shown in figure 2.38.

STEP 3: Each target’s status will appear in text view as shown in figure 2.38.

Design [Running] - Oracle VM VirtualBox

o s |

: DesignlDeskiop|Crypto fest
Projects Self Test Op i's\ riPeskiop Cyp
-

- LED_BLINK.hex
- LED_BLINK 2016 02 23 1
- LED_BLINK_2016 02 23 1

80%

0%

100%

File download finished
SetProduct Count success

Getting Product Count Successfull H
Product Count:5000000
Target1 UART Successful 2
Status: Connected Miniprog Encryption: Enabled Target Voltage: 3.3V Binary FileId : 12345678 Data Flash Erase: Disabled

= — — = g

Figure 2.38
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2.3.10Update Encryption Key

STEP 1:Click on Update Enc Key as shown in figure 2.39.
STEP 2: Enter current encryption key & new encryption key & click OK.

Design [Running] - Oracle VM VirtualBox

B Crypto+ (beta v16) [o]@]=]
[0 voreere |

Projects C1UsersDesignlDestiop|Cryptoest

(- Crypto test
- LED_BLINK.hex
- LED_BLINK_2016.02_23_1
- LED_BLINK_2016 02 23 1

80%

0%

100%

File download finished
SetProduct Count success

Getting Product Count Successfull H
Product Count 5000000

Target-1 UART Successfull 2
Status: Connected Miniprog Encryption: Enabled Target Voltage: 3.3V Binary Filed : 12345678 Data Flash Erase: Disabled

Figure 2.39

STEP 3: A message ‘Encryption key Updated successfully’ is displayed in the text view as
shown in figure 2.40.
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Design [Running] - Oracle VM VirtualBox

L LED_BIJNK_ZDIS_DZ_B_ﬂ
LED_BLINK_2016 02 23

100%

File download finished
SetProduct Count success
Getting Product Count Successful
Product Count ‘5000000

Target-1 UART Successfull

Figure 2.40
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2.3.11 Restore Factory Settings

Programmer will be reset to factory setup. The program and target count will be erased &
encryption key is set to default encryption key which is set by the manufacturer.

STEP 1: Connect to the device. Press

STEP 2: Click Restore Factory Settings option in Help shown in figure 2.41.

Design [Running] - Oracle VM VirtualBox

M Crypto+ (b

About

Restore Factory Settings
Projects Upload Firmware ol
- Crypto test
- LED BLINK hex
~LED_BLINK_2016 02 .23 1
- LED_BLINK_2016 02 23 1
Miniprog Connected
MIN502,SL.NO:14200570
Device code: ROF104BA
File code:
Status: Connected Miniprog Encryption : Enabled Target Voltage: 3.3V Binary Fileld: 12343678 Data Flash Erase: Disabled
Figure 2.41

32



NEONA

EMBEDDING IMAGINATIONS

to factory setup a message 'Restore Factory Setup

ing

After successfully resett

STEP 3

Successful’ will be displayed in the text view as shown in figure 2.42.
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STEP 3: A dialog box asking for confirmation will appear as shown in figure 2.43. Click Yes
to proceed.

Design [Running] - Oracle VM VirtualBox

KW Crypto+ (beta i 6)

Dafn CUsersiDesign|Deskiop|Cryplo test

[=-Crypto test
LED_BLINK.hex
+LED_BLINK_2016 02 23 1
+LED_BLINK 201602 23 1

Miniprog pd

Do you want to upgrade the firmware of Miniprog? This action will loose all the
data present in Programmer, Click YES to proceed

Miniprog Connected -
MIN502,SL.NO:14200570

Device code: R5F104BA

File code

File name: LED_BLINK_2016_02

Status: Connected Miniprog Encryption: Enabled Target Voltage: 33V Binary File1d : 12345678 Data Flash Erase : Disabled Tuesday, February 23, 2016

Figure 2.43

STEP 5: Select the .octfrm firmware file from the Open window.
STEP 6: Click open.

Design [Running] - Oracle VM VirtualBox

W Crypto+ (beta v1.6) =]
COM3 - RL78
Projects C\Users\Design\Deskiop|Crypto test
- Crypto test ) ﬁ 0
i LED_BLINK.hex : =
+-LED_BLINK_2016 02 23 1 9 ik (1]
Bt T VT ID G 0l A AT
*LED_BLINK_2016_02_23_1
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& Fmmrhe S Mome : Oate moddisd Type =
B Desktop L daidisdia Fabe ol
& Deremicads b cgefi Fibefol ||
| 3 Mecent Places B b it Fae fci i
L Pddefal Fdetol i
v Libisfies L fifdaghad i ¢ i
| * Decuments L tdditd Fe fo :
o Music L tyght Fike fo
- Pictures L glgfidg Fide foll @
H videos Lo i Fibe o
L reteten Fei g
M Cornputer L isdifdatd VNG 30 PM Fefo :
L Local Disk () __| Octoprog PGVS03_I0IS 06 19 02 44 00 1/28/M006535 P OCTH »
= n " -
Miniprog Connected File nare: Gt PG WESD_H15 44 6058770 ookfr - o
MINS0Z SL.NO:1420057 ! e Al L el
Device code: R5F104B4 [ open l"'] Concel | |
File code | . i

File name: LED_BLINK &

Status: Connected Miniprog Encryption : Enabled Target Voltage: 33V Binary File1d : 12345678 Data Flash Erase: Disabled

Figure 2.44
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STEP 7: After completing firmware download, message ‘Firmware File download finished’
will be displayed in the text view as shown in figure 2.45.

& Crypto test

Figure 2.45
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2.3.13 About Us

STEP 1: Click About option in Help shown in figure 2.41.

STEP 2: A window ‘About Us’ as shown in figure 2.46 will appear, which shows the details
about the Crypto+.

File Machine View Input Devices Help LIt m B o) 1:52:48PM il
B Crypto- (beta v16) (B
& UpdateEncKey | Selff TestOp @ SetProduct Count | @ Get Product Count | Download [ Convert COM5 -1 ||Ru8
Projects C\Users\Design\Desktop\Crypto test

Crypto test

Beta Version 1.6

Miniprog Connected
MINS02,5LINO: 14200570
Device code: REF104BA
File code:

Deleted File Successfully

Deleted File Successfull
Deleted File Successfull -
Status: Connected Miniprog Encryption : Enabled Target Voltage: 33V Binary File Id: 12345678 Data Flach Erase: Disabled

— — T e —

2.3.14 Settings

There is a Settings menu in Crypto+ in which various settings can be changed.
Clicking on Settings will show all options in the settings menu as shown in figure 2.47. The
options are as follows:

» Enable encryption: Encryption status can be enabled or disabled. It depends
on device and programmer that you have selected.

» 5V: Target power can be changed to 5V. 5V option is available depending on
the chosen device and programmer.

» Data Flash Erase: Data Flash erase can be enabled or disabled.

Set Binary File Id:Provide option to set Binary file id

Programmer: Helps to select the required programmer.

YV VvV
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Design [Running] - Oracle VM VirtualBox

Settings

Enable Encryption
v

COMPORT M

Projects Data Flash Erase mDeskiopiCrypto test
Set Binary FileId
I Programmer 3
- LED_BLINK.h
File Added Successful B
Status: Not Connected Quadprog Encryption : Disabled Target Voltage: 3.3V Binary Fileld: 12345678 Data Flash Erase: Disabled

Figure 2.47

NOTE: Details about the above mentioned settings is described in detail in Section 2.3.1.
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2.3.15File
The options available when clicking File button is shown in figure 2. 48.

Design [Running] - Oracle VM VirtualBox
B Crypto- (beta 1 6)
File

New Project

Open Project

Recent Project  » CUsers|Design\Desklop|\Cryplo test

Close Project
Exit

File Added Successfull -

Status: Not Connected Quadprog Encryption : Enabled Target Voltage : 3.3V Binary File Id: 12345678 Data Flash Erase: Disabled

Figure 2.48

> New Project: A new project can be created with this option. Follow the steps
starting from STEP 2 in section 2.3.1 to create new project.

» Open Project: A project can be opened with this option. Follow the steps
starting from STEP 2 in section 2.3.2 to open a project.

» Recent Project: Helps to open recently opened projects.

» Close Project: The current project can be closed using the Close Project
option.

» Exit: To exit from the application click Exit option.
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2.3.16 Project options

Different project options can be seen when we right click on the project name in the
tree-view as shown in figure 2.49.

Design [Running] - Oracle VM VirtualBox

Tz C\Users|Design|Deskiop|Crypio test

AddFile
Refresh
Delete

Close

Status: Not Connected Quadprog Encryption : Enabled Target Voltage : 3.3V Binary Fileld : 12345678 Data Flash Erase: Disabled

Figure 2.49

» Add file:Refer section 2.3.3.
» Refresh: The project can be refreshed using this option.
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> Delete: The project can be deleted. A warning window will appear as shown in figure
2.50. If you want to proceed then click Yes. After deleting the project a message
‘Deleted Project Successfully’ will appear in the text view.

Design [Running] - Oracle VM VirtualBox
BN Crypto+ (beta v19)

Projects

= Crypto test
- LED_BLINK.hex
- LED BLINK 2016.02 23 1
- LED_BLINK_2016.02.23.1

Warning @

Are you sure to delete this project?

Status: Not Connected Miniprog Encryption : Enabled Target Voltage : 3.3V Binary FileId : 12345678 Data Flash Erase: Disabled

Figure 2.50

» Close: The project can be closed using this option.
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2.3.17 Delete File in a Project

» STEP 1: Right click on the file to be deleted & select Delete.

Design [Running] - Oracle VM VirtualBox Ll m B o) 9:24 1

Projects C:\Users\Design\Desktop\Crypto test\LED_BLINK_2016_02_23_09_24_(03.bx

= Crypto test
LED_BLINK hex

i

40% -
50%

60%

70%

80%

90%

100%

Binary file creation finished

Status: Mot Connected Quadprog Encryption : Enabled Target Voltage: 3.3V Binary Fileld: 12345678 Data Flash Erase: Disabled

Figure 2.51

» STEP 2: A warning window will appear as shown in figure 2.52. If you want

to proceed then click Yes. If the file is deleted successfully then a message
‘Deleted file Successfully’ will be shown in the text view.

Design [Running] - Oracle VM VirtualBox
MW Crypto+ (beta v1.6)

Projects C:\Users\Design\Deskiop\Crypto test\LED_BLINK_2016_02_23_09_24_03.bx

- Crypto test
+-LED_BLINK.hex
*-LED_BLINK_2016_02_23_0¢

Are you sure to delete this file?

50%

80%
90%
100%

Binary file creation finished =

Status: Not Connected Quadprag Encryption : Enabled Target Voltage: 3.3V Binary Fileld : 12345678 Data Flash Erase: Disabled

Figure 2.52

41



NEONA

Download program to target devices (Stand Alone Programming Steps):

Switch on the Octoprog C device using 5v, 3A adapter & connect the targets
to the Octoprog C. Octoprog C can program the target devices with START
button or AT Commands. Refer 2.5 Section to program with AT
commands.

Press the START button for about 2 seconds to start flashing the connected
targets. When the Octoprog is flashing the targets, corresponding target LEDs
will be blue.

If flashing is completed successfully, corresponding target LEDs turns green.
If there is a failure in flashing, corresponding target LED will turn red.

. After the target programming is completed, reset the Octoprog C by pressing

START button or AT commands.

. The target count will be decremented after each successful flashing. When

target count becomes zero, the program downloaded to Octoprog C will be
erased instantly. After that, if you try to download the program to target
device, all LEDs will glow white indicating no program is downloaded to
Octoprog. You can check the current target count in USB_MODE.

2.4 Led Indications

When Octoprog gets into USB_MODE, all the LEDs blink once.

LED indications in USB_MODE.

1. When Crypto software is connected to the device properly, T5 glows green.
2. When download ENC hex is success, following LED indications are there:
1. Erasing success, T6 glows green
2. Programming success, T7 glows green
3. Successfully stored device information, T8 led glows green
3. Update encryption key success, T4 glows green.

&

Set product count success, T2 glows green.

5. Restore factory set up command processing, T5 led glows blue. Restore factory set up
success, T3 glows green.

When Octoprog gets into PROGRAM_MODE, all LEDs blink once Red, Blue &Green

LED indications in PROGRAM_MODE after START button is pressed for programming the

target device,
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1. Ifthere is no target hex file downloaded or target product count is not set or your
target count limit is reached (i.e. when you reach the target count limit, the target
program downloaded to RX will be erased & will be in no program downloaded
condition), all the LEDs glow white.

When programming is progressing corresponding target’s blue LED will be glowing.
When programming is failed, corresponding target’s Red LED will be glowing.
When block programming is success, corresponding LED will blink Green.

When block verification is success (i.e. programming is completed successfully),
corresponding target’s Green LED will be glowing.

ok~ own

2.5 AT Commands & Responses
The following AT commands are supported by the Octoprog C Gang programmer. All the
characters have to be in capital letters.

All the responses are terminated with a ‘\r” and “\n’.
251 AT+R

This command helps to reset the Octoprog C Gang programmer.

| AT TJ] + ] R [oxoD]|

Below given is the response from the programmer back on the reception of command.

|l ol K ] vr | m | R]TE | s | E] T /] \Ww | \n |

252 AT+P

This command helps to initiate program from Octoprog C Gang programmer.

(Al T+ [P l=1x]x[x[x]x[x]x]x |0xD]

XXXXXXXX — Represents the 8 digit File ID.
Below given are the responses from the programmer back on the reception of this command.

If the command is accepted and the File ID is matching Programmer will return ‘OK’ and
start flash operation.

| o | K | v | \n |
Once the flash operation is finished it will send flag packet

| Flagl | Flag2 | Flag3 | Flag4 | Flag5 | Flag6 | Flag7 | Flag8 [\r [\n |
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Each flag is an ASCII character. Value ‘F’ Indicates failure of programming and ‘S’ Indicates
Success.

For Eg: IF only Target one is having a successful programming of target it will return
‘SFFFFFFF’

If there is any error in the structure of AT command Programmer returns,

| E ] R ] R T o]l R T v [ \n |

If the File ID does not match with the loaded File ID on the programmer it returns,

F [t L JEJt [Ipb] MJt s [MJA [T [Cc [H [\ [\n]

If the parameters on the AT command is invalid or out of range then programmer returns

[t [N [V [A JL [1I [D | lc J[o [M [M A [N |[D [\r [\n |

If an AT command frame is started and not finished in 3 seconds (between the reception of
each character in AT Command) programmer discards the frame by sending

([Clo[M[MJA IN[D ] [T i [MJE [OJU |T [\ [\n |

If there is not file present or the memory is cleared after reaching product count it returns

| E [ m [ P | T | Y | v [ \n |

Start Key on the programmer can be used to flash the targets manually, in such cases a
second press is required to reset the programmer, this is indicated by sending the following
packet. Under this condition, Reset command has to be send or Start key has to be pressed to
finish the reset.

M A N Ju [A L [ [RJE s [E [T [\ [\n ]
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After a successful programming operation imitated by remote device the programmer will
restart automatically after sending the below packet

(A Ju [T [o [ [RJE[S [E [T [\ [\n]
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